*o o iinghiiall jla
. DAR ALMANDUMAH

PP | JaR I S § PR Y

Enterprise Network Technology and Internet Security Ulgusll

Saleh, Tamer Mohamed Al Emam Al rosawn )| alioll

Abd Algawad, Ehab. Abd Alrazak, Muneer Mohamed. Abo Alsoud, VICY IVPY -7
Mohy Aldin Ahmed(Super.)

2009 1S3 Maodl 2y,

8,9.ai0ll 18990

1-167 1olxaall

537758 :MD 3,

&ol> Jlw, i Sgizoll g9

English :aelll

uiow>lo &l ragodell as)all

3,90i0ll dsol> rasol=l

awaipll ads ra sl

20 raJgall

Dissertations 1Ologleoll aclgd

OS] ol cologleall WS (logleall ¢l e,V :&aolgo

https://search.mandumah.com/Record/537758 )

abgazo Jgi=ll gro .aoghiall > 2019 ©
d3lol 0id aclib 3| Jwozs Sy ClJog.q:w il 998> guo> u| lole ).u.u.” dw ul.z.o| o &3g0Jl BlasVl (sle cly a>lio 35lodl 030
o0 o> i U9 (csig SV 1l ol iVl gdlgo Jio) Aliaws o1 e puiaidl ol Jugxil ol Gamidl ginys oasd  suasaiall plasinwM

Ol LAC U Zyl_ﬂbl

a.agku.oﬂ _,|> 9| ).u.uJ| Ygb> u'.Ml

www.manaraa.cC


https://search.mandumah.com/Record/537758




Giadl adle

diad) (adla

C_\_.u L _ae (IP pI'OtOCOl V4);.\-\_)A-N\ u.\JL\C- d)SjJJ)J 4 ?S_) )\My\ uy\ C.UJ':LIY\ ?M
232 ‘;“ LLAJUAJL:A\ (e Qe b_).}m

L}_s:gwwsggmm_y@@géoﬁswwupme\muusﬁ;\;m\yxg
G5 ead) e S Al s Gus 4 B s JS gy i V) alasind Ay vie 4l gie
IP ) i) o8 -juggxcummujuneygsafswwuﬁym@ujmm
aa® (e Al yiuall Aakaial cule] 3 g, 0 gtall s2a Blay 8 s Lee o aS 304 ) (Address

gl o3a 35 o 2010 e e Jslay 44 (IANA) e ) Cpslie addnl

Cayas Lo Lad g Yl Og;\.’udg.:;djsjﬁjﬁ_)\uﬁJQ)LEBJJFL;XQM\::»MJ_\QJ
@ cagl gsie 2128 s w5 (IPV6) S Y pstie JsS5500 6 Q8 syl
Al claliay K i b

QADAQA;Q\)A?AQQSJ}LEAQJM\ A A Jag Y o) cnsle JsS sl 6 Jaayl
clar Al e Jeall 4l 5 Sl o an s Ao 3alyy g Al (gl € 5l adalon Aals
GAL}IN\ J\.LA\” UAM‘ 43 u_“ MLAYLJ 3 )JJAS.“ JL—I).LA“ L)SA‘\.A.\;.“ DJP;MGZ\.“

ol ¢ 32 (83 (IPSEC) o A el 4 Jsendd) JsS 550 o Gum DU el J\M

O Jlbe¥l B o34l Cany Pl Al 5 Al cllliall (e aaall laayl 13 Hlaadal C_u.a\
Gk e el Ganl) 138 23 (Sl \&wjmmyjhm\;@uw\ APNERE




ol aile

el Aals e Araladl 3 e o2l Bl ) 55 paaatdl Arala 8 a0al JacaY) l3a cas
3 seaiall daalay Aot cilinlall  slaasd b

Al Aa gl o Eandh 1aa audail o
+ Js¥) Cuadl

a5l Gilaal iy Gl Jlaay) e 4l

;sﬁ'm\ Jadll

- suaad 4 e pal g 5 i SV Guslie JS 5550 6 el Luadh Cocay s
U Juadl

Gisle JsS5i 5l 6 Jlaayl 5 gV aslie JeS o0 4 Jlaayl (e IS (o ai e aay
il Sl fiie Ll w5 4y Alalall Sl (el (5 s o gl Al e 2 i)

1250 ) Juad)

AN ks JBeS s ) peaial) drela K05 380 5 wanl Jaayl

i 13s @i Glal 85 il Gl e Alandl) 2y




ABSTRACT







Abstract

ABSTRACT

Over the last few years, the Internet has expanded enormously over what can
be imagined; huge number of devices, services, and applications are
developed for the internet every day. This represents a great demand for IP
addresses. Now, the internet uses IPV4 [1], which has 32 bit that gives
theoretical number of 2°% IP addresses. Internet Assigned Numbers Authority
(IANA) declared that the IPv4 addresses are expected to be fully allocated by
the year 2010.

The next generation Internet protocol; IPv6 [2] has been introduced to
overcome the shortage of IPs as it has 128 bit which gives 2'** IP addresses.
This gives enough IP addresses for any expected future demand. IPv6 does
not only solve IP addresses shortage but also provides many improvements
over IPv4 considering simplicity, routing speed, quality of service, mobility

and security as IPSec [3] is mandatory on the protocol suite.

Using IPv6 becomes an essential requirement that must be considered by the
network administrators of universities and organizations. This thesis is
concerned studying and identify IPv6 new features and comparing between

IPv6 and IPv4 from security point of view

Such thesis also concerned with implementing Mansoura University's
transition plan from IPv4 to IPv6, taking into account the complexity of the

services, applications and security of the network during the transition.




Abstract

Such thesis demonstrates using experimental test bed issues regarding address
assignment methods, IPv6 performance and security issues. It also and
concludes specific recommendations to keep the transition problems as small

as possible and provides a road map for transition plan.

Chapter 1: “Introduction” provides an introduction to the thesis, including

background and thesis objectives and motivations.

Chapter 2: “IPv6” provide in detailed descriptions of IPv6 features compared
to [Pv4.

Chapter 3: “IPv6 and IPv4 Security Threats Comparison” provides detailed
comparison of the security threats affecting IPv6 and IPv4 and the threats

arise from coexisting of the two protocols. It also identifies the threats related

to ipv6 only.

Chapter 4: “Transition to IPv6” provides an introduction to the transition
mechanism use d to deploy IPv6 and discusses a case study of Mansoura
University going through defining the deployment requirements and

implementing test bed for deployment and issues arise while deployment.

Chapter 5: “Conclusions and future work” provides the conclusions of this

work and the suggestion for the future work.
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